
Spyware

What it is and what to do about it.



What is Spyware?
Spyware

Adware

Tracking
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Why am I here?



What can we do?

Education

Prevention

Migration

Mitigation



Education

Self

Keep yourself informed

Lead by Example

Management

Buy In

Support

Users



Prevention
(Windows™ & Internet Explorer)

Standardize on Windows XP™ at a 
minimum.

Don’t give administrative privileges to 
normal user accounts.

Use a content filtering proxy server.

Use desktop software to monitor for 
registry and configuration changes.

Keep up to date on patches and service 
packs



Migration

Hand in hand with prevention

Application migration

Web Browser

Email

Platform migration

Linux

Mac OS X



Mitigation

Tools such as AdAware and Spybot can 
automate some of the removal

You can never be sure you got everything

Complete removal may be impossible

Reinstallation or reimaging is often faster 
and more consistent



There is hope

With proper education, prevention, and 
some migration, problems can be greatly 
reduced or eliminated

User education makes the greatest 
impact



Open Discussion


